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Organisations of all sizes are taking steps to exploit the 
competitive advantage that big data, social media and the 
Internet of Things offer in profiling and analysing customer 

buying patterns

In today’s digital and connected economy, data has become a vital 
resource that, when combined, could unlock new forms of value, 

connect previously unseen linkages and provide insights to 
stimulate growth and innovation in the digital economy

From my ACS Column in 
The Australian Yesterday
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Welcome and Introduction

• Principal of multidisciplinary AGW Lawyers & Consultants
• Practice in ICT including privacy and data protection law, 

intellectual property, licensing, cyberlaw and the 
emerging issues arising from the growth and 
convergence of cloud, Internet of Things (IoT), Big Data, 
robotics and artificial intelligence (AI)

• Past Chair of the NSW Government ICT Advisory Panel 
and ICT Innovation Council

• President of the Australian Computer Society (ACS) 
• B.Sc. in Computer Science and Bachelors of Law from 

Monash University and a Master of Laws in Media, 
Communications and IT Law from University of NSW

http://www.powerpointstyles.com/
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Topics

– What is ‘Big Data’?
– Big Data Disruption & Innovation
– Economics of Data and the new currency
– Who owns ‘Data’?
– Challenges to the Concept of Data Ownership
– Rights of Control, Access and Use versus 

Ownership
– Conclusion

http://www.powerpointstyles.com/
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Debate on Data Propertization

• Debate on property rights is not new, the issue has taken 
on renewed importance in the context of ’Data’

• At one extreme, property proponents argue for stronger 
property right protections to protect and support the 
development of new digital information1 

• On the other extreme, some would advocate for narrower 
property rights in information to avoid stifling automated 
text processing, data analysis and mining, and other 
innovative uses in the Digital Economy, including 
‘technological transformative use’2 of existing 
informational assets
– Sometimes even at the cost of undermining the incentives and 

rights of other creative workers

http://www.powerpointstyles.com/
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“What is Big Data”? 
• The perfect definition does not exist
• Datasets whose size is beyond the ability of typical 

database software tools to capture, store, manage, 
and analyse1

– McKinsey & Company

• Laney* defined data growth challenges and opportunities 
as being three‐dimensional: 
1. increasing volume (amount of data)
2. velocity (speed of data in and out) and 
3. variety (range of data types and sources)2

*Douglas Laney, META Group Inc., ‘3D Data Management’

http://www.powerpointstyles.com/


As varied as the types and colours of flowers
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Big Data Disruption

 History will see Big Data as a disruptive technology
 Every day 2.5 quintillion bytes of data are created— so much that 90 

percent of the world’s data has been produced in the last two years 
alone*

 Another Big Game Changer since the invention of the printing press 
and the Internet

 Centuries-Old Business Models are being challenged
 Metamorphosing at an astronomical rate facilitated by:

1. internet and world-wide web
2. social media
3. cloud computing
4. lower technology storage cost 
5. volume and velocity of data
6. leaps in computing processing ability
7. improved data analysis techniques, AI and algorithms

*Source: IBM, Bringing Big Data to the Enterprise, (last accessed May 26, 2014) 
<http://www.01.ibm.com/software/au/data/bigdata/>

http://www.powerpointstyles.com/
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Big Data Disruption
1. Forcing seismic shifts and transforming many aspects of our 

lives, work and play
2. Making us reconsider the way we conduct business, acquire 

products & services, share and use information
3. Allowing us to combine, interrogate and analyze large multiple 

datasets with ease where the sum of these datasets is more 
valuable than its parts; allowing us to triangulate and identify 
correlations that were not easily done previously

4. Allowing us to data mine, analyse, and create profiles on 
individuals easier than at any time in the past

5. These recombinant datasets will (could) unlock new forms of 
value, provide hidden insights and linkages, trigger innovation 
and pave the way for greater discoveries

http://www.powerpointstyles.com/
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New Emerging forces: 
How far should AI replace human sens?

e?
• In one of my opinion column in The Australian:

How algorithms are increasingly being used to 
analyse information, define or predict outcomes and to aid in machine learning an

d artificial intelligence- from financial advice to making medical diagnoses, 
technology is playing a greater role…

• Another The Australian column: Complex algorithms can 
use a little of that human touch –

Recent publicity over Centrelink’s automated debt recovery program has reignited
the debate on how algorithms and 

data matching are used to inform decisions, in both the public and private sector,
and the need to ensure that human judgment continues to play a role …

http://www.powerpointstyles.com/
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Evolving Business Models–
Financial Institutions

• The roles of institutions are changing as we strive for ever 
greater productivity and efficiency

• Financial institutions in their endeavours to comply with Money 
laundering legislation “Knowing your customer” have discovered 
that they are sitting on a gold mine of information about their 
customers:
 Where they shop
 What they buy and favourite restaurants
 Where they go for holidays
 Facilitating the move to provide new “non-financial” services including 

travel and car insurances — perhaps? (maybe not) partnering with more 
traditional players and more …

http://www.powerpointstyles.com/
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The world increasingly 
connected by the Internet 
of Things (IoT):

• Online shopping
• Drones, Droids and Robots
• Connecting and communicating with 

Uber drivers
• Driver-less cars 
• Transacting with digital currencies

powered by data with the aid of 
applications and networks

Business Model Disruptions

http://www.powerpointstyles.com/
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Obama’s White House report 

1.as property (who 
owns it)

as a public resource 

1.as an expression 
of individual identity

Big Data: Seizing 
Opportunities, 
Preserving Values:
• Released May 1 2014, 

report concluded that 
explosion of data can be 
unprecedented driver of 
social progress 

• Challenge lies in 
understanding the many 
different contexts in which 
‘Big Data’ comes into play 
including:

http://www.powerpointstyles.com/


• Economies are starting to form 
around data- whether we have 
adequate legal framework for it or 
not

• As our society’s dependence on 
the Digital Economy increases, 
these have heightened the debate 
on the “commoditisation” 
of Data

• Customer participation and data 
are valuable assets, eg:

Doubling of LinkedIn’s (100+ million 
members) share price
Successful business models 
including Facebook and other social 
media companies…and then Alibaba

Is Data the new currency? 
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Economics of Data
• Professor McMillan, ex-Australian Information 

Commissioner:
“The true value of information is realised only when others can use 

and build upon it to create new ideas, inventions and strategies”1

• Government data could unlock more than US$3 trillion in 
value every year in seven domains of the global economy: 
education, transportation, consumer products, electricity, 
oil and gas, health care, and consumer finance2

– McKinsey Global Institute

• EU Commission is expected to deliver a €40 billion boost 
each year from the EU Data Strategy3

http://www.powerpointstyles.com/


Concepts of 
Ownership

Ownership 
includes:

Right to 
possess

1.Right to 
control the use 
of whatever is 

owned 

1.Right to use 
whatever is 

owned 

Right to remain 
in control of 
whatever is 

owned, without 
interference 
from others

Source: Honoré, A. M. (1961) “Ownership” in A. Guest (ed) Oxford Essays in Jurisprudence, OUP
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Data is like Droplets of Water
Once it is out there, it is hard to control

http://www.powerpointstyles.com/
http://www.powerpointstyles.com/


What is Data?

Reference Alan Frost M.Sc., 2013; http://www.knowledge-management-tools.net/knowledge-information-data.html; Thierauf, R. J. (1999). Knowledge Management 
Systems for Business. Westport Conn, Quorum Books

Knowledge

Information

Data
(Fact, numbers, figures, prerequisite to 

information)

http://www.knowledge-management-tools.net/knowledge-information-data.html


Data Information Knowledge 
Pyramid

Reference Alan Frost M.Sc., 2013; http://www.knowledge-management-tools.net/knowledge-information-data.html; Thierauf, R. J. (1999). Knowledge Management 
Systems for Business. Westport Conn, Quorum Books

Knowledge

Information

Data
(Fact, numbers, figures, prerequisite to 

information)

(Human understanding, 
insight, acquired through study
and experience; within 

beliefs of the receiver)

(Information=data+meaning,* 
data that informs the mind,
contextualized, categorised)

http://www.knowledge-management-tools.net/knowledge-information-data.html
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Big 
Data

What sort of 
data? Is it under 

Copyright(able)? 
Or is it just facts? 

Public domain?
• Intellectual Property

As an Expression?
• Copyright Act 1968

Who owns ‘Data’?

http://www.powerpointstyles.com/


Click here to download this powerpoint template :  Light Bulb Head Free Powerpoint Template
For more : Free Powerpoint Templates

Page 21

Facts not protected by Copyright

• Copyright law does not concern itself with the control
or flow of ideas, facts or information but protects the
original expression of information

• No protection for factual compilations and databases 
for listings of television program by date and time 
(IceTV Pty Ltd v Nine Network Australia Pty Ltd 
(2009) High Court) 

http://www.powerpointstyles.com/template-80620-light-bulb-head.html
http://www.powerpointstyles.com/
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What there sufficient authorial 
contribution for copyright?

Telstra Corp Ltd v Phone Directories Co Pty 
Ltd:

• Lack of intellectual effort on behalf of 
human authors was a stumbling block to 
copyright’s subsistence in the White and 
Yellow Pages

• Compilations created through a largely 
automated process did not have 
sufficient authorial contribution for 
copyright to subsist

Has the Australian approach softened in the 
recent decision in Tonnex International Pty Ltd 
v Dynamic Supplies Pty Ltd (2012)?



Big 
Data

What sort of 
data? Is it under 

Copyright(able)? 
Or is it just facts? 

Public domain?
• Intellectual Property

As an Expression?
• Copyright Act 1968

In a Patent?
• Intellectual Property

•Protects the use of ideas 
or information 

contained in the patent
•Patents Act Is it 

Confidential
Information? 
• Property tinge but 

generally not 
property Does it 

include 
Personal 

Information?
• Privacy Act 1988 

and other data 
protection laws

Rights 
under 

Contract, 
Statutes 

etc?

Who owns ‘Data’?
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Is Data Property?

• It is unlikely that factually based ‘Data’ sources would be protected 
under Australian traditional intellectual property laws

• Drawing on the cases, the use of technology may hinder the 
securing of copyright protection in compilations and databases

• Greater adoption of technology in developing or creating 
compilations or databases could decrease your chances for 
copyright protection especially where the output is mainly computer-
generated

• Law is reluctant to accept the subsistence of proprietary interests in 
information1 and Information generally does not constitute property2

• Judges noted in IceTV and Phone Directories that it is up to 
Parliament to amend the Copyright Act to provide for better 
protection for databases and compilations

http://www.powerpointstyles.com/
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Challenges to the Concept of 
Data Ownership

• Granting separate property rights to discrete and droplets of data 
(datasets) would create a substantial barrier to the evolution of ‘Big 
Data’ and our ability to mine valuable gems from these datasets 

• Some datasets could be created, collected and obtained (sometimes 
even verified) automatically or as a by-product of another business 
enterprise

• Some will require the investments of time, capital and labour, while 
others may only require computing processing time

• It all comes down to the types and forms of datasets, how they are 
derived and the purpose they serve

• The average man or woman in our society would be surprised to 
discover that  data in their possession, and in their computer or 
device, might not be owned by them in the traditional sense

http://www.powerpointstyles.com/
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Concept of Control, Access and Use
vs Ownership

• What is the Question?
• Is it one of Control, Access and Use rather than 

Ownership?
• These rights and the ability to extract value (use) from 

information are paramount in Big data
• Data’s value lies in its Use, not just in its mere possession
• Example from Health Care — one of the areas that will 

greatly benefit from ‘Big Data’ 
– Using ‘Big Data’ tools to combine, interrogate, mine and analyze

large structured or unstructured, and multiple datasets one would 
have the ability to triangulate and identify correlations in health 
‘Big Data’ to discover a cure for a disease, sickness or other 
information to improve medical knowledge

http://www.powerpointstyles.com/
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Case Study 1 — Health Records

• Who owns patient information ‐ the patient, doctor, 
or healthcare provider? 
– Breen v Williams, High Court established that patients have no 

proprietary rights or interests in the information contained in their own 
medical records1

– General rule, medical records are the property of the doctors or the 
healthcare providers that created them2

– Under Australian law, obligations of privacy and confidentiality relating to 
health information arise from a mix of regulatory instruments under both 
the Commonwealth and state or territory levels

– eHealth record under Personally Controlled Electronic Health Records 
Act 2012 gives the patient access and control over their health 
information 

• Patient control what information others can see and what records are uploaded by 
establishing access controls

http://www.powerpointstyles.com/
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Case Study 2 — Unauthorised Access
to Data

• The Australian Criminal Code Act 1995 (Cth) s 478 is an 
example of government intervention using the statutory 
framework to protect interest in the data, without the 
requirement to establish ownership in the data held and 
restricted by an access control system associated with a 
function of the computer 

• Recognises that the provider of the protected computer 
system has an inherent right to exclude unauthorised access 
to data

• Strikingly similar to what the provider of the protected 
computer system would have enjoyed if they own the data in 
the protected computer system

http://www.powerpointstyles.com/
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Case Study 2 — Unauthorised Access
to Data

• Are we starting to see a shift in the proposition that 
information is not property?

• Dixon v R,1 the New Zealand Supreme Court held that 
“digital files” are property for the purposes of s 249 Crimes 
Act 1961:

Accessing computer system for dishonest purpose (1) Every one is 
liable to imprisonment for a term not exceeding 7 years who, directly 
or indirectly, accesses any computer system and thereby, 
dishonestly or by deception, and without claim of right,— (a) obtains 
any property, privilege, service, pecuniary advantage, benefit, or 
valuable consideration; …

http://www.powerpointstyles.com/
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IN CONCLUSION
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It has been a Journey:

Evolving property law to parallel the challenges 
posed by ‘Data’ - taking the evolutionary steps from 
real property to embrace intellectual property, and 
then to ‘Data’, is perhaps over-stretching the 
traditional concepts of property law

It definitely has ‘the feel of a northern fir in the 
tropics, or a damp fern in the high desert.’*

*Robert P Merges, Justifying Intellectual Property (Harvard University Press, 2011) 4



Data Information Knowledge 
Pyramid

Reference Alan Frost M.Sc., 2013; http://www.knowledge-management-tools.net/knowledge-information-data.html; Thierauf, R. J. (1999). Knowledge Management 
Systems for Business. Westport Conn, Quorum Books

Knowledge

Information

Data
(Fact, numbers, figures, prerequisite to 

information)

(Human understanding, 
insight, acquired through study
and experience; within 

beliefs of the receiver)

(Information=data+meaning,* 
data that informs the mind,
contextualized, categorised)
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Likelihood of Protection under existing 
laws

Decision 
Making

Knowledge
Acquired through 

study, insight 
and

experience

Information 
Analysis

= Meaning in
Context 

Collect Data
(Facts, Figures) Non-

Disclosure
Confidential 
Information
Privacy 
(Personal 
Information)
Copyright 
(original 
expression)
Patent

http://www.powerpointstyles.com/
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Productivity Commission’s 
Inquiry – Data Availability and Use

• Productivity Commission will soon unveil its final report into Data 
Availability and Use, the result of a 12-month consultation process that 
attracted hundreds of submissions from across business, government and 
the wider community

• Proposing Rights including the introduction of a comprehensive right for 
consumers to access and control data relating to them

• Scope includes the right to direct data holders to copy data in a machine-
readable form and provide this either directly to the individual or to a 
nominated third party

• EU leads the world in legislating to protect and provide access to personal 
data with EU General Data Protection Regulation - apply from May 2018 

• Rights include improving user access to data, increase data 
portability, clarify the “right to be forgotten” and mandate the reporting of
data breaches, among others

http://www.powerpointstyles.com/
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Concluding Remarks

• For the most part, traditional intellectual property laws and related 
rights have proven to be inadequate. These limited interests in data 
leave out several important rights, which are pertinent in the world 
of data, including the right to control access, disclosure and use

• The debate on data ownership rights has intensified as the use and 
control of data assets become more and more critical to our future 
economies and our ability to innovate — requiring rebalancing of 
the many commercial, private and public interests in data, and not 
least, privacy concerns  

• This matter should be high on our legislative agenda
• However, we should tread with caution, as there are layered 

complexities and issues pertaining to the granting of ownership 
rights in all data— especially data not currently embraced by our 
existing laws in relation to copyright, patent, confidential information 
and trade secrets

http://www.powerpointstyles.com/
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Concluding Remarks

• We need to re‐consider questions on rights and property rights in ‘Big 
Data’ when access, use and control of data assets are more and more 
critical

• ‘Re‐think’ of our framework and policy for accommodating legal rights or 
interests in data assets

• ‘Big Data’ will intensify the conflicts between competing interests in the 
use, exchange, in the attribution and the perception of value of 
information

• Australian legal framework falls short in providing clarity and certainty 
on the treatment and usage of information in many areas of endeavour

• Law and policy makers, in reviewing and updating laws, need to be 
aware of the specific challenges posed by ‘Big Data’ and the Digital 
Economy 

• Legal certainty on the ambit and scope of ownership in ‘Big Data’ are 
important to encourage further value and innovation

http://www.powerpointstyles.com/
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Concluding Remarks

• In a globalised Digital Economy, the deployment of cloud 
technology, distributed networks where data can easily 
traverse national borders, and the emergence of ‘Data 
Blending’,1 are exacerbating the challenges

• We need to work with our international counterparts to 
adopt some levels of international standards for the 
balanced protection of ‘Big Data’ and ‘fair use’

• White House Review conclusion:
‘Big Data’ is changing our world. Whether this is enough to evolve 

our laws in relation to the control and ownership of information in 
the era of ‘Big Data’ remains to be seen

http://www.powerpointstyles.com/


This presentation is based on the 
proceedings from the Digital Disruption: 
Impact on Business Models, Regulation & 
Financial Crime Conference 2015, 
Sydney Business School, University of 
Sydney. The full paper will be published 
as: 

Anthony Wong “Big Data Fuels Digital 
Disruption and Innovation: But Who Owns the 
Data?”, chapter 1 in David Chaikin (ed) Digital 
Disruption: Impact on Business Models, 
Regulation & Financial Crime, Australian 
Scholarly Publishing, Melbourne.



THANK YOU
www.linkedin.com/in/wonganthony

anthonywong@agwconsult.com
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